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1. Introduction 

This document describes the rules for issuance of certificates for universal electronic signature, including rules for establishing the identity of the Owner by the Certification Service Provider (CSProvider). 

2. Identification and certification of the authenticity of information

2.1 Use of names

2.1.1 Types of names

The name and marks which help individualize the Owner and Signatory in the respective fields of every type of certificate are formed according to the X.500 recommendations and the policy for the issuance of the respective type of certificate. 

2.1.2 Rules for entering names

The certificates contain the names of the Owners and Signatories subjects of the certificates issued. 

Entering the names in the fields of the certificates shall follow the rules described in Section 7 (Profile of certificates issued) of the ‘Certification Practice Statement’. 
There is a description of the name field content for the different certificates issued by the CSProvider in the policy for issuance and management of the particular certificate which is part of the ‘Certificate Policy’. 
2.1.3 Uniqueness of names 

The CSProvider guarantees that the names entered in the DN (Distinguished Name) field for each Owner and Signatory are unique. 

The uniqueness of the names is guaranteed by the automated processing of the application forms for certificates which allows the finding of conflicts at the stage of entering data for the certificates before their issuance. 
The CSProvider allows issuance of more than one certificate with the same value in the DN (Distinguished Name) field providing that the name belongs to the same physical or legal person. 
2.1.4 Procedure for deciding use of conflicting names

Owners and Signatories do not have the right to apply for certificates using names which violate somebody’s substantial or unsubstantial rights. 
The CSProvider is not responsible for cases when names used in certificate violate someone else’s rights on trade name, trademark, domain, copyright, etc. 
In cases of conflicts regarding use of names the CSProvider reserves the right not to issue a certificate. 
2.2 Certification of identity of a physical person

The establishment and check of the identity of the physical person – Owner/Signatory is done by the Registration Authority. 

To establish and check the identity of a physical person he has to present an identity document. The copy of the personal identity card with the line ‘I agree this copy of my personal identity card to be used for the purposes of the CSProvider.’ on it, signed in hand by the physical person, remains in the archive of the CSProvider. 
The physical person applying for a certificate or does some activities for the management of the issued certificate, duly fills in and submits to the Registration Authority, accordingly to the policies of the CSProvider for issuance and management of the different certificates. 
The filled in documents contain data on the person, including phone numbers for contact, address of residence and e-mail. The physical person confirms these data in the application documents by:
· handwritten signature on the documents before an authorized employee of the Registration Authority when documents are handed in personally;

· notarizing the document sent to the Registration Authority by mail. 

The Registration Authority runs checks for the authenticity of the information in the filled in documents which include checks for EGN validity of the person and correspondence between data for the certificate and data in the person’s identity documents. 
A list of the documents requested from a physical person applying for issuance and management of a certificate can be found in ‘Certification Policy’ (Section ‘Rules for issuance and management of certificates’). 

2.3 Identification of legal persons

The identity of an organization/trader – Owner is established by the Registration Authority. 
The presentation of the following is needed to identify an organization/trader:
· a court decision or another document of creation;

· BULSTAT if applicable;
· VAT number if applicable;
· current state document. 

A list of the requested documents can be found in the policy for issuance and management of the specific certificate. Copies of all requested documents remain in the archive of the CSProvider. 
The person representing the organization certifies the authenticity of the information given in the documents through:
· ‘True with the original’ line, a seal of the organization and signing by hand the documents before an authorized employee of the Registration Authority in case he submits the documents in person;

· Notarizing the documents he sends to the Registration Authority my mail.   

The identity of the Signatory (the person representing the organization) is certified according to the rules in 2.2. and his representative powers according to the rules in 2.4.

The Registration Authority runs checks for the authenticity of the information given in the documents including:

· verification at the notary public;

· electronic registers (SIELA, APIS, DELFI);

· verification at the local/state authorities. 

2.4 Confirmation of representative powers

In case the application for issuance or management of a certificate is not submitted by the Owner, we request a notarized letter of attorney by the Owner with which he authorizes the Signatory to:

-
represent the Owner before the CSProvider in matters relating to the services of the latter in its capacity of a certification services provider;


-
take all necessary actions for the issuance and management of certificates in the meaning of articles 24 and 33 of the EDESA.
3. Operating rules for issuance and management of certificates

3.1 Submission of application forms for certificates

Application for a certificate can be submitted by:

· any physical person who wishes to obtain a personal certificate;

· any duly authorized representative of an organization/trader in his capacity of Signatory.

The applicant shall sign a contract with the CSProvider stating the relationship between the parties and to undergo the following procedure:

· to fill in the documents according to the Policy of the CSProvider for the issuance of the specific certificate and give correct information;

· to generate the key pair and observe the security requirements implemented in EDESA and the policy of the CSProvider for the issuance of the specific certificate;

· to give his public key to the CSProvider by forming an electronic application in PKCS#10 format;

· to certify the ownership of the private key which together with the public key given to the CSProvider forms the asymmetric cryptographic pair. 

3.2 Processing applications for issuance of certificates

The CSProvider runs checks for the identity of the applicant and the authenticity of the information given according to the rules and procedures in 2.2, 2.3 and 2.4. 

In case the application for certificate is approved the CSProvider requires that the Owner, Signatory, respectively, to confirm the content of the DN (information given for certification) field of the requested certificate. 
The CSProvider changes the content of the DN field if the Owner or Signatory point to discrepancies and incompleteness of the information given by them. 
The Signatory/Owner confirms the changes made by the CSProvider. 
In case the checks run on authenticity of the information give negative results the CSProvider refuses to issue a certificate and informs the applicant of this decision in a way chosen by the applicant and gives reasons for the refusal. 
The applicants whose applications were refused have the right to apply again. 
3.3 Certificate issuance

3.3.1 Conditions for certificate issuance

The CSProvider issues a certificate on written request buy the Owner. The request is granted if:

· the information on the Owners given and included in the certificate is true and complete;

· the private key:

·  is held by the Owner;

· is technically suitable for the creation of a universal electronic signature;

· corresponds to the public key so that the public key can certify that a specific universal electronic signature is created with the private key.

In case the requested certificate is for a Signatory different from the Owner, the request is granted if the requirements of the above are complied with and:
-
the information on the Signatory given to be included in the certificate is also true and complete;


-
the private key is held by the Signatory.

3.3.2 Who can apply for a certificate?

Only the Owner or a duly authorized person in the capacity of Signatory can apply for a certificate. 

3.3.3 Order for submitting an application and certificate issuance

The order for application submission and certificate issuance by the CSProvider and the procedure for the issuance are described in the policy for issuance and management of the specific type of certificate which is part of the ‘Certificate Policy’. 
4. Glossary
	А
	Actuality

	Advanced electronic signature
	Advanced electronic signature is a transformed electronic statement included, added or logically connected to the same electronic statement before transformation

	ASN.1
	Abstract Syntax Notation One

	BG
	Bulgaria

	C
	Country

	CA
	Certification Authority, CA Sektar CA is a separate subgroup of the Certification Services Team in the structure of Spektar AD, which runs the activities for certification services provision. The Certification Authority is not an independent legal entity and all actions by its employees are in their capacity of employees of the CSProvider, within their powers

	CC
	Common Criteria

	CD
	Compact Disk

	Certification Services Provider 
	Certification Services Provider(CSProvider) Spektar AD acting as a provider of certification services through physical persons and the functionally created organization structure Certification Services Team 

	Certificate for advanced electronic signature Certificate
	The certificate for advanced electronic signature is an electronic document, signed by the CSProvider, containing certain properties and certifying the connection between the Owner/Signatory and his public key for checking signed documents and objects and giving a possibility to establish the identity of the Owner and this of the Signatory

	Certificate for universal electronic signature
	Certificate for universal electronic signature is issued by a registered CSProvider. The Certificate is of the Spektar Universal type and contains the stipulated in article 24 of the EDESA properties

	CN 
	Common Name

	CRL 
	Certificate Revocation List

	CP
	The Certificate policy is a document, integral part of the User’s manual, describing the policy the provider follows for issuance of certificates, as well as for all other services

	CPS

	The Certification Practice Statement is a document – integral part of the User’s manual, containing rules for issuance, suspension, renewal and revocation of certificates; conditions for giving access to certificates, as well as security measures 

	CRC
	Communications Regulation Commission

	CS
	Certification Services

	CSP 
	Cryptograph Services Provider

	CST
	 Certification Services Team

	 DN 
	 Distinguished Name

	 DSA
	 Digital Signature Algorithm

	 E
	 E-mail

	ЕГН


	EGN (Personal identification number*)

	EDESA
	Electronic Document and Electronic Signature Act

	Electronic Signature
	Any piece of information related to the electronic statement in a way coordinated between the Signatory and the addressee, safe enough regarding the circulation needs. The electronic signature reveals the identity of the Signatory and his consent with the electronic statement and protects the content of the electronic statement from consequent changes. The signing is done by using a key pair and algorithms for asymmetric cryptography

	Enhanced key usage
	This field indicates the enhanced key usage

	FIPS 
	Federal Information Processing Standard

	 HSM
	 Hardware Security Modul

	 IP
	 Internet Protocol

	 ISO 
	 International Standardization organization

	 JSC 
	 Joint Stock Company

	L 
	Location

	LDAP 
	Lightweight Directory Access Protocol

	Manual
	User’s manual for the offered by Spektar AD certification, informational, cryptographic and consultancy services. The manual has the effect of general provisions and consists of the following documents:

1. Certification Practice Statement, CPS

2. Certificate Policy, CP

	N
	Number

	O 
	Object

	OACSP
	Ordinance on the Activities of Certification-Service-Providers, 

the Terms and Procedures of Termination thereof, and the Requirements for Provision of Certification Services (Promulgated, SG No. 15 dated 8 February 2002, in effect from 12.02.2002)

	OCSP
	On-line Certificate Status Protocol

	OID
	Object Identifie

	OPRCSP
	Ordinance on the Procedure for Registration of Certification-Service-Providers (Promulgated, SG No. 15 dated 8 February 2002, in effect from 12.02.2002)

	ORAAES
	Ordinance on the Requirements to the Algorithms of Advanced Electronic Signature (Promulgated, SG No. 15 dated 8 February 2002, in effect form 12.02.2002)

	OU 
	Organization unit

	Owner
	The Owner is a physical or legal person on behalf of whom signed electronic statements are created and stated in the issued certificate as Owner

	PKCS
	Public Key Cryptography Standards

	PKI 
	Public Key Infrastructure

	PIN
	Personal Identification number 

	PSE 
	Personal Security Environment

	Relying Parties
	The Relying Parties are physical or legal persons – addressees of electronic statements signed with electronic signatures for which there are certificates for electronic signature issued by a CSProvider or of processed electronic information or data, through PKI technologies, based on the services offered by the CSProvider - certification, other informational or cryptographic

	RP
	Responsible Person

	RSA 
	Rivest-Shamir-Adelman cryptographic algorithm

	S
	Street

	SHA 
	Secure Hash Algorithm

	Signatory
	The Signatory is a physical person who creates electronic statements on behalf      of the Owner and signs them in accordance to the representative powers given to  him and who is stated as a Signatory in the issued certificate

	SMIME 
	Secure Multipurpose Internet Mail Extensions

	SSCD
	Secure Signature Creation Device

	SSL 
	Secure Socket Layer

	T 
	Title


	Universal electronic signature
	Universal electronic signature is the advanced electronic signature for which the certificate is issued by the certification services provider, registered under article 34 of the EDESA

	URL 
	Uniform Resource Locator


*The EGN is personal identification number which all Bulgarians are given at birth and is completely different from the PIN which is used in the personal profile page. 
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