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1. Introduction

Information is in the heart of the services provided by Spektar AD in its capacity of a certification services provider. Spektar Org®  operates with crucial information for which Spektar AD commits to keep from changes which are not permitted, from loss or misuse. 

The current information security policy outlines the framework of the systems of measures which is directed towards:

· guaranteeing CONFIDENTIALITY of the information – applying a system of approved restrictions on the access to and disclosure of the information;

· providing INTEGRITY of the information – through protection against unauthorized changes or destruction of the information;

· providing ACCESSIBILITY to the information – by ensuring reliable and timely access to the information;

· achieving ACCOUNTABILITY of the information – by introducing control over the access and rights on the information systems. 

2. Objectives

The objectives of the current policy are:

· ensuring continuity of the services Spektar Org® provides to its clients and business partners;

· minimizing the information security risks which cause loss or damage to Spektar Org® , its clients or business partners;

· minimizing the level of loss or damage caused by security breaks; 

· providing the resources needed for the introduction of an effective program for management of the information security;

· identifying the basic parameters of the program for management of the information security; 

· informing the Spektar Org®  personnel, institutions, clients and business partners who have access to the information of Spektar AD for their responsibilities and obligations regarding security, 

3. Range

The policy is applied for:

Means - include equipment and infrastructure needed for its functioning:

· computer information systems of all classes – workstations, servers, including portable computers;

· office equipment  - printers, copy machines, fax machines, telephones;

· structure cable systems and active net equipment;

· Intranet and Internet equipment;

· air conditioning;

· security systems;

· building installations necessary for the company activities;

· buildings and premises suitable for personnel and equipment. 

Data – includes unprocessed and processed information such as:

· files, databases, regardless of the format for keeping and sharing;

· information rising from data processing, regardless of the format for keeping and sharing;

Software – includes independently developed programs and programs from external sources:

· operating system and system software;

· application software.

Documents on paper – include documentation of the information security system, user’s manuals, contracts, instructions and procedures.

Personnel – employees, suppliers, consultants, clients and other organizations with access to data, information and information systems of Spektar AD.
4. Approach

Spektar AD is proactive towards information security management and uses the framework of the following standards:

· EN ISO 17799 – information security management;

· EN ISO 15408 – criteria for assessment of information security. 

The approach towards information security management of Spektar AD is a cycle including the following steps:

· assessment of the value of the information assets owned by Spektar Org® This assessment is made on the basis of the losses which Spektar AD would make in case of refusal or temporary non-functional asset; 

· analysis of the risks regarding the individual information assets; 

· choice and application of suitable measures for protection of the information activities and guaranteeing the security of the information. Measures are according to the level of risks and the legal and institutional requirements;
· regular audit of the measures taken with the purpose of checking the efficiency of the operating system and its improvement. 

Measures taken by Spektar AD include the following processes:

· physical security;

· personnel security; 

· communication security;

· computer security;

· technical security.

5. Principles

The main principle in information security management is applying efficient control measurable with the security standards and requirements for correspondence which are applicable in Spektar Org®. This control is aiming to achieve the following:

Authenticity

Users of the information assets to be identified in a unique way when accessing information. 

Integrity

To provide adequate protective controls and measures which will ensure the information correctness at times of receiving, keeping, processing and sharing/representing the information. 

Confidentiality 

To provide adequate protection controls and measures which ensure that information will be only disclosed before authorized users. 

Responsibility

To provide adequate security controls and protective measures which guarantee the responsibilities of information suppliers and users. 

Management 

Information assets, regardless if rented or owned by Spektar AD to be used only for the main activity of Spektar Org® , and their use for personal use or other purposes except is not allowed. 

Qualification and training

To realize the importance of qualification, competency and need for continuous training of the personnel, clients and business partners of Spektar Org regarding information security. 

6. Responsibilities

Information Security Council – a control authority for information security in Spektar Org®. It participates in the analysis of the information risks and is summoned for discussion of questions risen or instances related to information security. 

DCS Manager – coordinates the development of the instructions and procedures for applying the current policy and is responsible for the monitoring of the efficiency in their application. The DCS Manager has to ensure that the entire personnel is informed regarding their responsibilities and obligations, implemented in the above-stated instructions and procedures. 

Subunits coordinators – responsible for data and other information resources used in activities run under their supervision and control to guarantee the proper protection of the resources and to guarantee the observance of the applicable instructions, procedures and mechanisms during the realization of the respective activities. The are authorized with the initiative for changes regarding the operative system for information security. 

Security administrator – responsible for the administration of the security rules for the entire system, including approval, creation and suspension of certificates. 

System administrator – responsible for the installation, configuration and administration of the infrastructure of public keys as well as for the registration and certificate issuance. 

System operator – responsible for everyday functions of the system for certificate issuance, regularly runs procedures for archiving, creating duplicates of the information and restoring information systems. 

System controller – responsible for management of the archives and files with data on the registered activities, done in the system for certificate issuance. 

Personnel –  all employees, temporary recruits, consultants or visitors are obliged to follow the instructions, procedures and mechanisms for information security and to participate actively in the protection of the information assets/resources of Spektar Org® , and do not have access and possibility to work with the information assets without the respective authorizations and are obliged to report any violation of the security to a DCS Manager. 

7. Control and revision

The realization of the policy is controlled regularly as the policy and the instructions and procedures relevant to it are revised regarding comprehensiveness, efficiency and applicability at least once a year. 

8. Sanctions

Premeditated and intentional breach and circumvention of the principles of this policy or instructions for the policy realization and application leads to relevant disciplinary actions.
PAGE  
7

